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Abstract—We study the outage probability of opportunistic
relay selection in decode-and-forward relaying with secrecy
constraints. We derive the closed-form expression for the outage
probability. Based on the analytical result, the asymptotic per-
formance is then investigated. The accuracy of our performance
analysis is verified by the simulation results.
I. INTRODUCTION
Due to the broadcast nature of the transmission medium,
wireless communications cause serious security issues in
practice. Information-theoretic security has received much
attention recently [1]-[9]. The information-theoretic security
was pioneered by Wyner [1]. Later, the work in [2][3] extended
Wyner’s work to broadcast channels and Gaussian channels,
respectively.
Recently, the information-theoretic secure communications
has been generalized to wireless quasi-static fading channel
[4]. The secure multiple antennas system was also studied
in [5]. However, multiple antennas may not be available due
to cost and size limitations. Under this scenario, cooperative
network is an efficient approach to overcome this limitation.
[6]-[9] discussed various relay or cooperative strategies to
increase security against eavesdroppers, such as noise-forward
[6], beam-forming [7], relay-jamming selection [8]. The prior
work in [9] considered relay selection for secure DF coopera-
tive communications. However, only the limiting value of the
outage probability is known [9], which is meaningful only at
high signal-to-noise ratios (SNRs). To the best of our knowl-
edge, the exact expression for the outage probability is still
unknown in selective decode-and-forward (DF) cooperation
with secrecy constraints.
In this letter, we study the outage probability of selective
DF cooperative secure communications over Rayleigh fading
channels. As the main contribution, we derive the analytical
expressions for the outage probability. Moreover, based on the
analytical results, we also investigate the asymptotic perfor-
mance in the high SNR regime. Simulation results verify the
accuracy of our performance analysis.
II. SYSTEM MODEL
The half-duplex DF relay wireless system in Fig. 1 consists
of one source (S), N trusted relays (R), one destination (D)
and one eavesdropper (E). Each node is equipped with single
antenna.
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Fig. 1. Half-duplex DF relay wiretap channel model. In the fist phase, S
broadcasts the signal to all nodes (dotted lines). In the second phase, the best
relay node reforwards the signal to D and E (solid lines).
The communication occurs in two hops. During the first
hop, S broadcasts the information to all nodes. For simplicity
but without loss of generality, we focus on the high SNR
region where all the relay nodes successfully decode the source
transmission [7]-[9]. During the second hop, relay selection
based on instantaneous secrecy rate is performed. Let γsd,
γse, γ
n
rd and γnre denote the instantaneous SNR of the link
S → D, S → E, Ri → D and Ri → E, respectively. All
channels are subject to Rayleigh fading. Thus, the PDFs of the
SNRs, f (γsd), f (γse), f (γnrd) and f (γnre), are exponentially
distributed with parameter λsd, λse, λm and λe, respectively.
In the second hops, only the relay node with the largest
instantaneous secrecy rate is selected to forward the message
to D. Thus, D and E can combine the two received signals
using maximal ratio combining, respectively. Following the
definition in [4], we write the instantaneous secrecy rate about
nth-relay link as
Rns = max [ln (1 + γm,n)− ln (1 + γe,n) , 0]
= max [ln (Zn) , 0] ,
(1)
where γm,n = γnrd + γsd denotes the instantaneous SNR
of the main channel, γe,n = γnre + γse denotes the in-
stantaneous SNR of the eavesdropping channel, and Zn =
1 + γm,n/1 + γe,n. The output of the relay selection can be
expressed as
Zmax = max {Z1, · · · , ZN} (2)
with cumulative density function (CDF) as
Fmax (z) =
N∏
n=1
Fn (z), (3)
2Pout (R) = 1−
λsd
eRλse + λsd
exp
(
−
eR − 1
λsd
)
+
(
eRλe
eRλe + λm
)N ( 1
λsd
+ NeRλe
)
−1
eRλse + λsd
exp
(
−
(
eR − 1
)( 1
λsd
+
N
eRλe
−
N
λm
))
+
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n=1
CNn
(
−λm
eRλe + λm
)n
exp
(
−
n
(
eR − 1
)
λm
)
1
eRλse + λsd
[
eRλseλm
neRλse + λm
+ f
]
,
(8)
where Fn (z) is the CDF of Zn. After relay selection, the
instantaneous secrecy rate can be given by
Rs = max [max (ln (Zn)) , 0] = max [ln (max (Zn)) , 0]
= max [ln (Zmax) , 0] .
(4)
This work characterizes the relay selection with secrecy
constraints in terms of outage probability as follows.
III. OUTAGE PROBABILITY OF RELAY SELECTION WITH
SECRECY CONSTRAINTS
Outage probability is an important performance measure,
widely used to characterize wireless communications. It is
defined the probability that the instantaneous secrecy capacity
falls below a target rate R as
Pout (R) = Pr (Rs 6 R) = Fmax
(
eR
)
. (5)
A. Relay selection without direct links
In this subsection, we follow the system model in [9], where
S has no direct links with D and E.
In this case, the instantaneous SNR of the main channel
and the eavesdropping channel is γm,n = γnrd and γe,n =
γnre, respectively. Therefore, the CDF of Zn, Fn (z), can be
expressed as
Fn (z) =
∫
∞
0
f (γnre) dγ
n
re
∫ zγn
re
+z−1
0
f (γnrd) dγ
n
rd
= 1− exp
(
−
z − 1
λm
)
λm
zλe + λm
.
(6)
Substituting (6) in (3), Fmax (z) can be solved. Thus, in the
case of independent identically distributed (IID), using the
binomial expansion, the outage probability for a target rate
R is given by
Pout (R) =
N∑
n=0
CNn
(
−λm
eRλe + λm
)n
exp
(
−
n
(
eR − 1
)
λm
)
,
(7)
where CNn = N !/n!/ (N − n)!.
B. Relay selection with direct links
We extend the system model in [9] by considering the direct
links between S and D/E in this subsection.
In this scenario, the outage probability for a target rate R
(8) is shown at the top of this page, where
f =


λsdλm
[
exp
((
eR − 1
) (
n
λm
− 1λsd
))
− 1
]
nλsd − λm
, nλsd 6= λm
eR − 1, nλsd = λm
(9)
Proof: The CDF of Zn, Fn (z), can be expressed as
Fn (z) = Pr
(
1 + γnrd + γsd
1 + γnre + γse
< z
)
= Pr (γ
n
rd < zγ
n
re + u) ,
(10)
where u = zγse−γsd+z−1. The conditional CDF Fn (z |u )
is calculated as follows.
In the case of u > 0, the conditional CDF Fn (z |u) is given
by
Fn (z |u ) =
∫
∞
0
f (γnre) dγ
n
re
∫ zγn
re
+u
0
f (γnrd) dγ
n
rd
= 1− exp
(
−
u
λm
)
λm
zλe + λm
(11)
On the other hand, in the case of u < 0, the conditional CDF
Fn (z |u) can be expressed as
Fn (z |u ) =
∫
∞
−u/z
f (γnre) dγ
n
re
∫ zγn
re
+u
0
f (γnrd) dγ
n
rd
= exp
(
u
zλe
)
zλe
zλe + λm
.
(12)
Therefore, using the binomial expansion, we can express
the conditional CDF Fmax (z |u ) (maximum among N IID
random variable) as
Fmax (z |u ) =


N∑
n=0
CNn
(
−λm
zλe + λm
)n
exp
(
−
nu
λm
)
, u > 0
(
zλe
zλe + λm
)N
exp
(
Nu
zλe
)
, u < 0
(13)
Through introducing v = zγse−γsd, we can obtain Fmax (z)
in the following. The PDF f (v) of v is given by [10]
f (v) =


1
zλse + λsd
exp
(
−
v
zλse
)
, v > 0
1
zλse + λsd
exp
(
v
λsd
)
, v < 0
(14)
Using (14), u = v + z − 1 and after simplifications, we can
express Pout (R) as (8).
C. Asymptotic outage probability
It is also important to examine the asymptotic behavior of
the outage probability at the high SNRs, where λm →∞ and
λe →∞ with a constant κ = λm/λe.
Without direct links, the asymptotic outage probability [9]
is expressed as
P aout (R) =
(
eR
eR + κ
)N
. (15)
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Fig. 2. Outage probability of R = 0.3 V.S. λm. ’wo’ denotes that S has no
direct links with D/E. ’w xdB/ydB’ denotes λsd = xdB and λse = ydB.
When S has direct links with D and E, we calculate the
asymptotic outage probability as follows. From (8), for fixed
SNRs λsd and λse, we have
P aout (R) = 1−
λsd
eRλse + λsd
exp
(
−
eR − 1
λsd
)
+
(
eR
eR + κ
)N
eRλsd
(eRλse + λsd) (eR + κd)
+
N∑
n = 1
CNn
eRλse + λsd
(
−κ
eR + κ
)n [
eRλse
neRκe + 1
+ fa,
]
(16)
where κd = λsd/λe, κe = λse/λm and κm = λsd/λm.
If nκm − 1, fa = eR − 1; else, fa =(
exp
(
(eR−1)(nκm−1)
λsd
)
− 1
)
λsd
nκm−1
. In the case of
λsd → ∞ and λse → ∞ with a constant κs = λsd/λse, (16)
is re-expressed as
P aout (R) =
eR
eR + κs
+
(
eR
eR + κ
)N
eRκs
(eR + κs) (eR +Nκd)
+
N∑
n = 1
eRCNn
(eR + κs) (neRκe + 1)
(
−κ
eR + κ
)n
.
(17)
If κd → 0, κe → 0 and κm → 0, (16) and (17) can be re-
expressed as (15). In this case, the effect of direct links is
negligible.
IV. SIMULATION RESULTS
Figure 2 shows the outage probability of R = 0.3 for
λe = 15dB under different λm and relay nodes N . It can
be observed that the experimental curves match exactly with
the theoretical results. These curves show that the outage
probability decreases with the increase of the number of relay
nodes.
The asymptotic behavior of outage probability of R = 0.3 as
functions of λm under different relay nodes N is illustrated in
Fig. 2. Here, SNR λe is equal to SNR λm. As can be seen from
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Fig. 3. Asymptotic outage probability of R = 0.3 V.S. λm. ’wo’ denotes
that S has no direct links with D/E. ’w xdB/ydB’ denotes λsd = xdB and
λse = ydB. ’w SNR/SNR’ denotes λsd = λse = λm.
Fig. 2, these plotted curves follow the above behavior. When
κd, κe, κm → 0 with the increasing SNR λm, for example,
SNRs λsd and λse are fixed to be 5dB, (16) converges to
(15) as shown in Fig. 2. Furthermore, the asymptotic analysis
efficiently converges to the true outage probability in the high
SNR regime. We also observe that the effect of direct links is
negligible in the high SNR regime when the ratios of SNRs,
κd, κe and κm, are very small.
V. CONCLUSION
We have derived closed-form expression for the outage
probability of secure DF cooperative communications. It was
shown that the relay selection can reduce the outage probabil-
ity. The experimental curves are in excellent agreement with
the theoretical results obtained in this work. The future work
will consider the relay-jamming selection.
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